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Abstract—Today, email is a ubiquitous means of commu-
nication, with billions of users worldwide relying on it for
personal and professional correspondence. Internet Message
Access Protocol (IMAP) [1] is a widely used email protocol
that allows users to view, organize, and synchronize their email
across multiple devices while storing messages on the server.
An IMAP Agent [2] is a system that connects to a mail server
constantly to retrieve mail as soon as it arrives at the destination
server. In this paper, we propose a solution for enhancing the
usability of the IMAP Agent System while considering users’
privacy preservation. The proposed system seamlessly integrates
the creation of Docker containers [3] with the deployment of
IMAP Agent, all within a user-friendly software application. The
Docker images [4] are built locally on the user’s device and then
securely uploaded to a private registry, ensuring that sensitive
information is neither exposed to external entities nor stored
insecurely. This approach not only simplifies user interaction
with IMAP systems but also enhances privacy and security
by leveraging Docker containers’ isolated environments, thereby
reducing vulnerabilities to attacks and improving usability for
commercial applications. Our approach is validated through a
series of simulation experiments that demonstrate its effectiveness
in safeguarding user information while significantly improving
usability.

Index Terms—Email System, Security, Internet Message Access
Protocol

I. INTRODUCTION

Today, the Internet is widely used worldwide and has be-
come an indispensable part of daily life. According to Oberlo
“Email Usage Statistics 2024” [5], the number of people using
email is expected to reach 4.48 billion in 2024, which is
nearly half of the world’s population. That number is projected
to grow to over 4.8 billion by 2027. Email is a popular
communication tool that enables users to send and receive text,
images, files, and other data through network transmission.
The email communication process involves the sender writing
the email, specifying the recipient’s email address, and sending
the email to the sender’s server through the email client.

Mail server protocols play a crucial role in the framework
of email. These protocols describe the communication rules
that client software and mail servers must adhere to, ensuring
a standardized process across various email systems. The
primary protocols in this ecosystem include Simple Mail
Transfer Protocol (SMTP) [6], Post Office Protocol 3 (POP3)
[7], and Internet Message Access Protocol (IMAP) [1], each
serving distinct yet complementary roles in the email delivery
and retrieval process.

The mail server protocols, particularly IMAP [1], play a
crucial role in modern email systems, allowing users to man-
age their email over a TCP/IP connection [8]. Unlike POP3,
which is less favored due to its security drawbacks and method
of removing emails from the server after download, IMAP
allows emails to remain on the server, supporting multi-device
synchronization and enhancing data recovery capabilities. This
capability of IMAP to maintain a continuous server connection
significantly underpins its usability. Building on this founda-
tion, IMAP Agent [9] is a system that communicates with an
email server based on the IMAP protocol. The IMAP Agent
allows users to connect to email servers and view, manage,
and process emails. Users can perform various operations such
as reading, marking, deleting emails, and creating folders.
IMAP Agent is important in maintaining security, managing
permissions, optimizing performance, and providing users with
convenient, flexible, and secure email access methods. IMAP
Agent enables connectivity and operation with the mail server
upon user provision of their username and password. Thus,
users can configure and add desired operations even without
administrative or operational authority over the server space.

The advancement of the IMAP Agent system aims to
enhance its usability, thus enhancing its potential for fu-
ture commercialization. After thoroughly examining existing
methodologies, Docker emerged as a pivotal technology ca-
pable of improving system usability while preserving privacy.
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Docker is renowned for its lightweight containerization and
rapid deployment capabilities. Encapsulating the IMAP Agent
within Docker containers allows users to create isolated en-
vironments that simplify interactions and ensure consistency
across different computing platforms.

This paper presents a novel approach to enhance the usabil-
ity of IMAP Agent systems through Docker’s containerization
and deployment strengths while also safeguarding user creden-
tials and enhancing privacy and security. A critical feature of
this approach is enabling users to input their login credentials
locally, generate a Docker image, and then upload this image
to a private registry. This method simplifies the process for
users and ensures that their sensitive information remains
secure, addressing privacy and data security concerns.

II. RELATED WORK

A. IMAP Agent

IMAP Agent [2] is a mechanism that detects the arrival of
a new mail by consistently maintaining an IMAP session with
the mail server and performing processing on the mail. New
mail can be detected by receiving a status update notification
with the IDLE command [10] or by detecting the status of
the IMAP server with the NOOP command. The IMAP Agent
system [11] facilitates the addition of new email processing
features that are more straightforward and cost-effective than
traditional proxy server models. The design supports cross-
device sharing of email statuses and transparent processing,
eliminating the need for repetitive setups across multiple
devices. As an example of IMAP Agent application, reference
[12] proposes a solution that utilizes IMAP Agent to constantly
monitor an email server for new messages that meet certain
user-defined criteria of urgency and importance. When such
messages are detected, the system immediately notifies the
user through alternative means other than email. This practical
application of the IMAP Agent system is shown in Fig.1.

However, the complexity of the current IMAP Agent sys-
tems presents significant challenges for general users, im-
pacting their ability to utilize these systems effectively. The
intricate setup and management processes require technical
knowledge that many users may not possess, thereby limiting
the system’s usability and broader adoption. To address this,
our primary objective is to enhance the usability of the IMAP
Agent system. By streamlining the process and making it more
accessible, we aim to allow users to manage their email with
minimal technical effort.

Additionally, for IMAP Agents to function, they must
authenticate with email servers using user credentials (email
addresses and passwords). If these credentials are stored in
plaintext within the agent’s backend code or configuration
files, they become visible to administrators and, potentially,
anyone accessing the system’s files. This storage method
inherently lacks security, making credentials susceptible to
unauthorized viewing. To protect against the unauthorized
disclosure of user credentials, it is imperative to strengthen
the security of the IMAP Agent’s operational environment.

Fig. 1. Practical application of IMAP Agent system and security vulnerability

B. Docker

Docker [3] is an open-source platform that automates the
deployment, scaling, and management of applications within
lightweight and portable containers. This containerization
technology significantly simplifies the process of developing,
testing, and deploying applications across different environ-
ments, ensuring consistency and efficiency. Docker’s architec-
ture revolves around several key components: Docker Engine,
Docker Images, and Docker Containers. The Docker Engine
is the core component, consisting of the Docker daemon and
the Docker client. The daemon runs on the host machine and
manages the containers, while the client is the user interface
for interacting with Docker. Docker Images [4] serve as the
blueprint for Docker containers, containing the application
code, libraries, dependencies, and configuration files needed
to run the application. These images are created from Dock-
erfiles, which are simple text files containing the commands
to assemble an image. Once built, Docker images are stored
in a registry, such as Docker Hub, from where they can be
pulled and used to instantiate containers. Docker containers are
ephemeral and immutable, meaning they can be easily started,
stopped, moved, and deleted without affecting the underlying
host or other containers. This leads to a highly flexible and
scalable system architecture. The use of containers ensures that
applications run consistently regardless of the environment,
making Docker an ideal solution for development, testing, and
production deployment.

Docker [13] provides efficient resource utilization. Contain-
ers are lightweight and share the host system’s kernel, which
allows for more efficient use of system resources compared
to traditional virtual machines. This efficiency leads to faster
startup times and lower overhead. Docker’s portability is an-
other significant advantage, as containers can run on any sys-
tem that supports Docker, including various cloud platforms.
This portability simplifies the process of moving applications
across different environments without modification.

Docker’s containerization technology provides a powerful
solution for developing, testing, and deploying applications in
a consistent, efficient, and secure manner. By incorporating
Docker into the IMAP Agent system, we can leverage these
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benefits to enhance usability, security, and scalability, making
the system more robust and user-friendly.

C. Local operation in improving usability and security

In recent years, several systems and tools have been devel-
oped to enhance usability and security by allowing users to
perform operations locally. This approach not only simplifies
the user interaction but also ensures that sensitive information
is handled securely within the user’s trusted environment.
Password Managers such as 1Password [14] exemplify this
approach by enabling users to generate and manage passwords
locally on their devices. 1Password allows users to create
strong, unique passwords for each of their accounts, storing
them in an encrypted vault that can only be unlocked with
a master password. This vault is stored locally on the user’s
device, and only encrypted data is synced to the cloud. This
means that even if the cloud service is breached, the data
remains unreadable without the master password. This local-
first approach ensures that users retain full control over their
sensitive information, enhancing both security and usability.

Drawing from the above-mentioned prior research, this
study proposes a new system designed further to enhance the
usability and security of IMAP Agents. The proposed system
allows users to perform operations locally to generate a secure
Docker image, which is then uploaded to private registries.
This approach simplifies the complex process associated with
IMAP Agent deployment, enhancing usability while ensuring
a high level of security.

III. MOTIVATION

A. Societal Benefit of IMAP Agent System

IMAP Agents have the potential to revolutionize digital
communication by enhancing information access, bolstering
security, boosting productivity, and supporting educational
endeavors. By organizing and prioritizing emails, they ensure
vital information is readily accessible, protect against cyber
threats, streamline inbox management, and facilitate critical
communications in education. These agents embody a leap
forward in making digital interactions more efficient, secure,
and meaningful. Here are a few examples [12] of how IMAP
agents can benefit the whole society.

• Increased Productivity: By automating the organization
of incoming emails based on user-defined rules, IMAP
Agents can significantly reduce the time individuals and
organizations spend managing their inboxes. This leads
to increased productivity and allows more time for time-
constrained tasks.

• Support for Education and Learning: IMAP Agents
can streamline communication between educators and
students, ensuring that important educational materials,
announcements, and feedback are highlighted. This can
enhance the learning experience and ensure that students
do not miss out on essential information.

B. Enhancing Usability of IMAP Agent System

To make the IMAP Agent System more user-friendly and
commercially viable, it is crucial to simplify the process
for users to manage their email credentials securely. The
existing IMAP Agent systems are overly complicated, making
it difficult for users to interact with them efficiently. Our goal
is to develop a solution where users can easily input their
credentials, generate Docker images, and upload them to a
private registry, all within a seamless and intuitive software
application.

• Simplified User Interaction: By enabling users to input
their credentials locally and automate the creation of
Docker images, we reduce the technical burden on the
user. This approach makes the system more accessible
to non-technical users and ensures that the process is
straightforward and efficient.

• Enhanced Privacy and Security: While focusing on
usability, this approach also enhances security by ensur-
ing that sensitive information is processed locally and
securely. By leveraging Docker’s isolated environments,
we reduce the risk of unauthorized access and data
breaches.

By focusing on these improvements, we aim to advance the
usability of the IMAP Agent System, making it more practical
and appealing for broader adoption and commercial use. This
approach highlights the complementary benefits of enhancing
usability and improving data security.

IV. SYSTEM DESIGN

A. Innovative Usability Framework

This study aims to enhance the usability of the IMAP
Agent System by creating a more user-friendly and commer-
cially viable solution. Current complexities in managing email
credentials pose significant challenges for users, impacting
their experience and efficiency. Our research proposes a novel
system that simplifies this process by integrating Docker
containers into the deployment of IMAP Agents within an
intuitive software application.

Docker images and containers provide a robust security
framework. Docker images are immutable, ensuring consis-
tency and preventing unauthorized changes, and they encap-
sulate all dependencies, isolating them from the host system.
Containers leverage Linux namespaces for process and file
system isolation, and control groups to manage resource
allocation, preventing denial-of-service attacks. By default,
containers run with reduced privileges, adhering to the prin-
ciple of least privilege, and can be further secured with
customizable security profiles using AppArmor and SELinux.
Seccomp profiles limit the system calls a container can make,
reducing the attack surface. Network isolation and firewall
rules control traffic to and from containers, enhancing se-
curity. Additionally, Docker supports automated vulnerability
scanning and regular updates to maintain security. This multi-
layered approach ensures that applications running in Docker
environments are protected from a wide range of security
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threats, making Docker a highly secure platform for modern
application deployment. By leveraging Docker’s capabilities,
our system enables users to securely input their email cre-
dentials on their local device, generate Docker images, and
upload them to a private registry. This ensures that sensitive
information is processed locally, reducing the risk of data
breaches and enhancing privacy.

B. Implementation Process

The overview of the enhanced IMAP Agent system using
Docker is shown in Fig. 2. The implementation of this system
involves several key steps:

Fig. 2. Overview of the Enhanced IMAP Agent System Using Docker

• User Interface for Credential Input: Develop a se-
cure application or web interface where users can input
their email credentials. This interface ensures that the
credentials are entered securely and are not exposed to
unauthorized parties.

• Docker Image Creation: Once the credentials are en-
tered, the application generates a Dockerfile that includes
the necessary configuration to run the IMAP Agent. The
Dockerfile is then used to build a Docker image locally
on the user’s device.

• Secure Image Upload: After the Docker image is cre-
ated, it is uploaded to a private Docker registry. This reg-
istry is securely managed to ensure that only authorized
users can access and deploy the images.

• Deployment of IMAP Agent: The Docker image is then
pulled from the private registry and deployed on the target
server, where it runs the IMAP Agent in an isolated and
secure environment.

By focusing on these improvements, our motivation is to
advance the usability of the IMAP Agent System, making
it more practical and appealing for broader adoption and
commercial use. This approach highlights the dual benefits
of enhancing user experience and improving data security in
a complementary manner.

V. IMAP AGENT SYSTEM USING DOCKER CONTAINER

To enhance the usability and security of the IMAP Agent
System, this paper introduces a method that leverages Docker

Container technology. Encapsulating the IMAP Agent within
a Docker Container simplifies the process for users to manage
their email credentials securely while also improving the
system’s overall security.

To encapsulate the IMAP Agent within a Docker container
and ensure its isolated operation, the following steps are
undertaken [15]:

• Dockerfile Creation: Begin by crafting a Dockerfile that
specifies the build process of the Docker image, defining
the environment and dependencies required by the IMAP
Agent.

• Copying Executable Files: Transfer the IMAP Agent’s
executable files into the Docker environment to ensure all
necessary components are included within the container.

• Building the Docker Image: Utilize the docker build
command to create an Ubuntu-based Docker image la-
beled “IMAP Agent” within the directory that contains
the Dockerfile.

• Running the IMAP Agent: Activate the IMAP Agent
by executing the docker run command, which launches
the agent within the newly constructed Docker container.

This process, illustrated in Fig. 3, demonstrates the steps
involved in creating and deploying a Docker container. This
approach allows the IMAP Agent to operate efficiently within
its isolated environment, showcasing the feasibility and effec-
tiveness of containerization.

Fig. 3. The process of creating a Docker container

Fig. 4. IMAP Agent running with Docker

To monitor the container’s activity and the operational status
of the IMAP Agent within Docker, the docker ps command
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Fig. 5. Docker PS

is utilized. Fig. 4 and Fig. 5 depict the container’s running
state and the IMAP Agent’s active status within Docker,
respectively. This encapsulation ensures that only authorized
individuals can access the IMAP Agent’s functions, safeguard-
ing sensitive user information.

By allowing users to input their credentials locally and
automate the creation of Docker images, this method sig-
nificantly simplifies the process for users. The streamlined
process ensures that users, even those with limited tech-
nical knowledge, can securely manage their IMAP Agent.
Furthermore, Docker’s isolated environment enhances system
security by reducing the risk of unauthorized access and data
breaches. This dual focus on usability and security makes the
IMAP Agent System more practical and appealing for broader
adoption and commercial use.

VI. USABILITY ENHANCEMENT OF IMAP AGENT SYSTEM

To further enhance the usability and security of the IMAP
Agent System, this paper proposes a user-centric method
where users can input their email credentials, generate Docker
images, and upload them to a private registry. Given that the
user’s operating environment and the IMAP Agent manager’s
environment may differ, this study tests the system on both
Windows and Ubuntu OS. Once the Docker image is created,
it is uploaded to a private Docker registry, ensuring that only
authorized users can access and deploy the image. This process
involves securely uploading the Docker image to the private
registry using secure authentication mechanisms and managing
access control to ensure that only authorized users have access
to the uploaded Docker images. This user-driven process is
illustrated in Fig.6, showing the steps from credential input to
Docker image upload.

Fig. 6. Upload Docker Image to Private Registry(Ubuntu OS)

Once the Docker image is uploaded to the private registry,
the next step involves downloading the image to the target

system and deploying it. This process ensures that the IMAP
Agent runs in a secure and isolated environment. The autho-
rized user accesses the private registry from the target system
and uses secure authentication mechanisms to download the
Docker image, ensuring that only authorized personnel can
retrieve the image for deployment. After downloading, the user
deploys the Docker image using Docker Desktop or a similar
Docker management tool, running the Docker container on the
target system and setting up the IMAP Agent with the provided
configuration. This process is illustrated in Fig. 7 and Fig. 8,
showing the steps involved in downloading the Docker image
from the private registry and running the Docker container on
the target system.

Fig. 7. Download Docker Image from Private Registry(Windows OS)

Fig. 8. Running Docker Container in Docker Desktop(Windows OS)

By focusing on these steps, our approach not only enhances
the usability of the IMAP Agent System but also ensures
that the entire process, from credential input to deployment,
is secure and user-friendly. This dual focus on usability and
security makes the IMAP Agent System more practical and
appealing for broader adoption and commercial use.

VII. CONCLUSION AND FUTURE WORK
This paper introduced a novel approach to enhance the

usability and security of the IMAP Agent System by integrat-
ing Docker Containers. Our methodology leverages Docker’s
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efficient containerization to create a user-friendly software
application that simplifies the process for users to manage
their email credentials securely. By enabling users to input
their credentials locally, generate Docker images, and upload
these images to a private registry, we ensure that sensitive
information is processed securely and efficiently. The primary
advantage of this approach lies in its ability to streamline
user interaction with the IMAP Agent System, making it
more accessible to non-technical users while simultaneously
enhancing the system’s privacy and security. By containing
the IMAP Agent within Docker containers, we create isolated
environments that mitigate the risk of unauthorized access and
potential data breaches. This not only improves the usability
of the system but also provides a robust layer of security,
safeguarding user credentials throughout the process.

Our approach is validated through a series of simulation
experiments that demonstrate its effectiveness in safeguarding
user information while significantly improving usability. This
dual focus on usability and security makes the IMAP Agent
System more practical and appealing for broader adoption and
commercial use.

As we look to the future, our focus will extend toward
further enhancing the usability and security of the IMAP Agent
System. Future work will involve exploring additional features
to make the system even more user-friendly and efficient,
such as automated updates and enhanced user interfaces. Ad-
ditionally, we will investigate methods to further optimize the
performance of the system, ensuring it meets the demands of
a rapidly evolving technological landscape. This will include
the quantitative assessment of performance metrics such as
speed, efficiency, and scalability to ensure the system remains
robust and adaptable to emerging threats and user needs. By
continually refining and improving the IMAP Agent System,
we aim to create a solution that not only meets the highest
standards of security but also provides an exceptional user
experience, paving the way for its widespread adoption and
commercial success.
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